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\l DIGITAL SAFETY 101

PROTECTING YOURSELF AND OTHERS IN A

s

DIGITAL

WORLD
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MY GOALS

FOR TONIGHT

-

Educate

Provide a basic
overview of the
issues surrounding
students (and
adults!) and
technology

x

Equip
Give you some
tools and
resources to help
prevent harm
before it happens

Empower

Show you how
you can use those
tools to help
others if they
become victims
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ALWAYS REMEMBER...

YOU ARE NOT ALONE!

N\



INCREASE RAPIDLY

2025

were... o (o]0} yorts involving Al-
generated exploitation

SOURCE: NATIONAL CENTER FOR MISSING & EXPLOITED CHILDREN — 2025 CYBERTIPLINE REPORT




1eet in person

® Threats of extortia - images are shared or created

.



WHAT DO THE NUMBERS TELL US¢

® 51% of minors reported they had a potentially harmful online experience

Rates of potentially harmful online

experiences among minors
Q19B. Please indicate if you have ever
experienced any of the following on a platform.

Online sexual interaction

...sent me sexual messages

..asked me to send a nude
photo or video

..shared a nude photo or video
of themselves with me

..asked me to go ‘on cam’ with a
nude or sexually explicit stream

..shared a nude photo or video
of another kid with me

Question was multiple select.

SOURCE: THORN. (2026). YOUTH PERSPECTIVES ON ONLINE SAFETY, 2025: AN ANNUAL REPORT OF YOUTH
ATTITUDES AND EXPERIENCES.




Building a digital
and other per identity /footprint earlier
details and younger
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Former Georgia Teacher Charged with Producing,
Distributing, Receiving Child Sexual Abuse Material

Wednesday, July 12, 2023 For Immediate Release

® DPace

® Possession of

O

%




Former Georgia Teacher Charged with Producing,
Distributing, Receiving Child Sexual Abuse Material

Wednesday, July 12, 2023 For Immediate Release

Former Teacher Who Catfished Students Sentenced to
* Receipt of Child . 33 Years in Prison

® Possession of Child Prnogra !

Friday, November 8, 2024 For Inmediate Release

U.S. Attorney's Office, Middle District of Georgia

\ Defendant Used Fake Social Media Accounts to Communicate with Victims Since 2016




Former Georgia Teacher Charged with Producing,
Distributing, Receiving Child Sexual Abuse Material

Wednesday, July 12, 2023 For Immediate Release

Former Teacher Who Catfished Students Sentenced to
* Receipt of Child . 33 Years in Prison

® Possession of Child Prnogra !

Friday, Movember 8, 2024

For Inmediate Release

U.S. Attorney's Office, Middle District of Georgia




. S’rrcmer ¢ ough your online info

(f ® Online access is real world risk
®




’Any’rhln poste as potentially

(f permanent, and potentially public; whether you intend it or not.




ompanions

Allows a user ( omputer program designed to
images, videos, audio and text simulate conversation with human
based on user requests or prompts users, especially over the internet







75 victims of GAI

CSAM, and more than 158,000 |m&es/videos have been

categorized

SOURCE: NATIONAL CENTER FOR MISSING & EXPLOITED CHILDREN — 2025 CYBERTIPLINE REPORT




64% 72%

of teens have
used an Al
companion

Teen use of
Al chatbots



Reuters World v Business vV Markets v  Sustainability v Legal v Commentary v Technology v Investigatiol

Common Sense Media Finds Major Al Chatbots Unsafe for Teen Mental Health
Support

New research reveals systematic failures across ChatGPT, Claude, Gemini, and Meta Al in recognizing mental health conditions affecting 20% of young people

Mother sues OpenAl, alleging ChatGPT

encourag ed da ug hter's suicide SAN FRANCISCO, Nov. 20, 2025—Common Sense Media today released a comprehensive risk assessment finding that Al chatbots are fundamentally unsafe for teen mental
By Dlana Novalk Jones health support. The research, conducted alongside Stanford Medicine's Brainstorm Lab for Mental Health Innovation, found that despite recent improvements in how they

June 1, 2026 9:37 AM EDT - Updated June T1, 2026

handle explicit suicide and self-harm content, leading Al platforms—including ChatGPT, Claude, Gemini, and Meta Al—consistently fail to recognize and appropriately
respond to mental health conditions that affect young people.

m =— WORLD ~ US.~ POLITICS ~ SPORTS ~ ENTERTAINMENT -~ BUSINESS ~ SCIENCE NEWSLETTERS QUIZZES MORE -

Colombia earthquake Jackiethe eagle Zuckerberg'syacht LindsayClancy ‘Tony’ movie review

U.S. NEWS

An Al chatbot pushed a teen to kill

himself, a lawsuit against its creator
alleges



* Ta

® Remember: M

® Friendly online # Safe

® If it helps someone
then it should




A parent and guardian’s
guide to Instagram

In collaboration with:

Tonnects afel\y

Child Mind
Institute
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Parental controls and settings for supervised
child accounts on YouTube

Parents who decide that their child (under the age of 13 or the relevant age in their country or
region) is ready to explore YouTube can set up a supervised account. There are various controls
and settings for you to guide your child's viewing journey through a supervised account.

Note: If you want to learn more about parental controls and settings for YouTube Kids, get more info in
our Help Centre.

Computer Android iPhone and iPad

Manage parental controls and settings

When you set up a Google Account for your child, you can set up parental controls for a
supervised YouTube account in Family Centre or Family Link.

Use your linked parent account’s Family Centre

Use the Family Link app

Change specific parental controls and settings

You can tailor the supervised YouTube account for your child by adjusting specific parental
controls and settings. These controls and settings let you:

Elock content

Change content-level settings
Review your child's watch history
Clear history

Disable auto-play

SNAPCHATZ:

FAMILY
CENTER

Family Center

Add Teen

® Ashien 123 PuslcProsle

Recent Conversations




° Agree that pare ct devices

(f ® Have all passwords
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TALK: Have the
hard /uncomfortable conversations
before it becomes a problem




SETUP AND PARENTAL CONTROLS

Set up your iPhone or iPad

Learn how to set up your iPhone or iPad.

If you already set up your new device but want to start over, learn how to erase your iPhone or iPad.

Manage how you spend time on your Android Share what you love

phone with Digital Wellbeing :
On some phones, you can get info about how you spend time on your phone, like how often you Wlth Who you Iove.

unlock it and how long you use each app. You can use that info to improve your digital
wellbeing. For example, you can set app timers and schedule display changes. Set up a Family Sharing group and give five of your family members access
to the subscriptions you love for free.! Keep track of your family finances,
loved ones’ whereabouts, and more. All while everyone maintains privacy on
their own devices, so the whole household gets more of what they want.

Use parental controls to manage your
child's iPhone or iPad Help protect your kids and

With Screen Time, there are a number of settings and parental controls that you can use to teens Online

help keep your child's device usage safe, private, and age appropriate. Gougle Families

B=

Safeguards to help protect kids and
teens from harmful content e =



. E I!
BEST PARENTAL MOST BEST FOR TEENS BEST FOR BEST ANDROID
COMTROLS CUSTOMIZABLE Anpie Ph 16 ELEMENTARY
pple iPhone 16e SCHOOL KIDS Samsung Galaxy

Pinwheel Pixel Bark Phone 525

Teracube Thrive

PINWHEEL.COM AMAZON AMAZON MYTERACUBE.CO SAMSUNG
M

SOURCE: HTTPS: //WWW .PARENTS.COM /KIDS/SAFETY /INTERNET /BEST-PHONES-FOR-KIDS /#TOC-OTHER-

CELL-PHONES-FOR-KIDS-WEVE-TESTED-AND-LIKED






STOP TALKING
SAVE THE EVIDENCE

11 olel Cthe sUSpECTEE———— ,
TALK hat was shared,

5. the - AND law enforcement

[ J
Local law enforceme -
ic3.gov — FBI’s Internet Crime Complaint Center
O cybertipline.org — National Center for Missing & Exploited Children (NCMEC)
* takeitdown.ncmec.org — to help remove shared /posted images

Y



Make it safe for your Stay calm — even if Check in regularly,
child to tell you what they share is don’t wait for
anything serious something to feel
wrong




coming to

® If a friend comes to you, dc
handle it alone
) ®* Comfort them
® Bring them to your trusted adult to help

%
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ALWAYS REMEMBER...

YOU ARE NOT ALONE!

N\
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